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Abstract

The activity of the secure system development can be
supported by reusing extensive knowledge accumulated
about security in the form of security patterns. There are a
number of catalogs of security patterns available on WWW
and literatures; however all of relations among security pat-
terns are closed in each pattern catalog. Moreover even in
each catalog, the author of the catalog might have over-
looked useful relations among patterns belonging to the
same catalog. This situation makes the selection and appli-
cation of the right pattern for each security development ac-
tivity a daunting task. To acquire such useful but overlooked
relations in each catalog and cross-cutting relations over
different catalogs, we have applied our technique for the
automatic pattern relation analysis to a set of security pat-
terns. Our technique utilizes existing text processing tech-
niques to extract patterns from documents and to calculate
the strength of pattern relations. As a result of experimen-
tal evaluations, it is found that our technique can extract
appropriate relations in each security pattern catalog and
over different catalogs, without information on relations de-
scribed in original pattern documents. These newly found
relations will be useful for retrieving, selecting, and com-
bining security patterns.

1 Introduction

A security pattern is a well-understood solution to a re-
curring security problem. Each security pattern encapsu-
lates security expertise in the form of worked solutions to

these recurring problems, presenting issues and trade-offs
in the usage of the pattern[1]. A good number of catalogs
that have collected related security patterns are available in
public on the World Wide Web (WWW) and in other re-
sources, such as [1, 2, 3, 4, 5]. However, the large amount
of security patterns make the selection of the right pattern
for the job a daunting task[6]; we need a guidance for the
developers about how to select appropriate patterns.

To build a good guidance for security pattern selection, it
is necessary to clarify relations among patterns. For exam-
ple, there might be two or more patterns that provide differ-
ent solutions dealing with different constraints for the same
or similar security problem. In that case, it is preferable to
show such a ”similar problem relation” to help developers
know the existence of patterns dealing with the same or sim-
ilar problem and select an appropriate pattern dealing with
a constraint faced in the target development. However, all
of pattern relations specified by pattern authors are closed
in each pattern catalog. Moreover even in each catalog, the
author of the catalog might have overlooked useful relations
among patterns belonging to the same catalog (shown in
Figure 1).

There are several approaches for analyzing relations
among patterns by hand, such as [7, 8, 9]; however, con-
ventional approaches have only used a small number of pat-
terns. There are difficulties in the following activities asso-
ciated with the manual analysis (i.e. analyzing by hand).

• Analyzing the relations among a large number of pat-
terns.

• Directly comparing patterns in different pattern forms
with each other.
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Figure 1. Overlooked relations among pat-
terns

• Directly comparing patterns published in different cat-
alogs with each other.

The relation analysis among a large number of patterns
by hand is not realistic. An automatic approach that can be
applied to a large number of patterns is required; however,
to the best of our knowledge, there is no approach for auto-
matic relation analysis. Moreover, none of the conventional
manual approaches has been applied to security patterns.

In this paper, we have applied our technique for the au-
tomatic pattern relation analysis[10] to several security pat-
terns that are collected manually from WWW, in order to
acquire useful but overlooked relations in each catalog and
cross-cutting relations over different catalogs. Our analysis
technique can treat major pattern forms and various security
patterns belonging to different catalogs, by using a common
pattern model and several text processing techniques (such
as stop-word removal[11], stemming[12], the TF-IDF term
weighting method[13], and vector space model[11]).

2 Analysis procedure

Figure 2 shows an overview of the analysis procedure
in our technique. Many pattern documents that exist on
WWW are described using HTML. Therefore, our tech-
nique targets pattern documents described with HTML. The
outline of the proposed analysis procedure is as follows.

2.1 HTML analysis

Input pattern document is analyzed, and sections (such
as ”Name: Firewall” and ”Problem: ...”) are extracted from
the document in theHTML Analysisblock in Figure 2.

2.2 Pattern form judgment

The form of the input pattern document is judged in the
Pattern Form Judgmentblock in Figure 2, such as GoF
form[7].

2.3 Pattern extraction

A pattern is obtained from the sections according to the
judged pattern form in thePattern Extractionblock in Fig-
ure 2. In our technique, we model each pattern as a labeled
directed graph that illustrates a flow of the pattern applica-
tion (shown in Figure 3). Here, we call the context before
the pattern application ”starting context”. Similarly, we also
call the context after the pattern application ”resulting con-
text”. Therefore, we assume that a pattern application is
a context transition from a starting context to a resulting
context. In addition, we include a force (i.e. constraints
that should be considered when the pattern is applied) in
the model because two patterns that differ only in terms of
forces are considered different patterns.

Pattern Extractionblock map each section to one of ele-
ments (starting context, resulting context, and force) in this
pattern model (shown in Figure 4). For example, the sec-
tion ”Problem” of GoF form can be mapped to the starting
context.

StartingContext
StartingContext ResultingContext

ResultingContext
Forces

Pattern There isa problem …There isa problem … The problemhas been solved!The problemhas been solved!

Figure 3. Our pattern model

2.4 Relation analysis

Relations between patterns are analyzed in theRelation
Analysisblock in Figure 2 by calculating similarity among
elements according to the pattern model. The degree of sim-
ilarity between two elements is calculated by using the vec-
tor space model with the weighting by the TF-IDF method.
Relation Analysisblock calculate the similarity of any pair
of pattern elements, and extract the pairs whose similarity is
more than pre-designed threshold as related patterns (shown
in Figure 5).

We classify relations into the following seven types
based on the similarity among pattern elements:

• Same: If two patterns are similar in both starting and
resulting contexts, they are almost the same pattern.
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Figure 2. Overview of analysis procedure

<h2>Problem</h2><p>An Architect …</p>
・・・<h2>Resulting Context</h2><p>The organization …</p>
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HTML document
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Figure 4. Mapping sections on pattern model
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Figure 5. Calculating similarity between ele-
ments and relating patterns



• SubInStarting: If pattern p1’s starting and resulting
contexts are similar to another patternp2’s starting
context,p1 can be a subpattern included inp2’s starting
context.

• SubInResulting: If p1’s starting and resulting contexts
are similar top2’s resulting context,p1 can be a sub-
pattern included inp2’s resulting context.

• SimilarProblem: If two patterns are similar in starting
contexts and forces but not in resulting contexts, they
deal with the same or similar problem.

• SimilarResult: If two patterns are similar in resulting
contexts and forces but not in starting contexts, appli-
cations of those patterns lead to similar results.

• Continuous: If p1’s resulting context is similar top2’s
starting context and their forces are similar, they can
be applied continuously in the order ofp1 → p2.

• SimilarForce: If p1’s force and patternp2’s force are
similar, it might be possible to use those patterns in the
same development even if their contexts are different.

3 Experiments and discussion in security
patterns

We implemented a system that automatically executes
the above-mentioned analysis process, and performed an
experimental evaluation for nine security patterns belonging
to four catalogs: Schumacher’s firewall patterns[5], Fernan-
dez’s legal cases pattern[3], Fernandez’s attack patterns[4],
and Yoder’s architectural patterns[2]. The system calculated
the strength of the relation for all of combinations of nine
patterns, sorted all pairs of patterns in order of the relation’s
strength, and used the strongest relation per combination as
the representative relation about the combination.

Table 1 shows the strength and type for each represen-
tative relation extracted in the experiment. Described rela-
tions are sorted in order from the largest of each relation
strength.

Figure 6 visualizes the obtained results of representative
relations. Though all relationships between each pattern are
obtained as mentioned above, Figure 6 shows several high-
est relationships and corresponding patterns. The resulting
graph suggests several useful relationships including some
which are not explicitly specified in the original pattern doc-
uments.

• For example in Figure 6, the pattern ”Secure Han-
dling of Legal Cases”[3] is recognized as a subpat-
tern included in the resulting context of another pattern

”Packet Filter Firewall”[5]. This relation is not spec-
ified in [3, 5]; however it is reasonable because do-
main models provided by ”Secure Handling of Legal
Cases” assume the usage of some reference monitors
such as the packet filter firewall. In other words, the
usage/application of ”Packet Filter Firewall” leads to
a resulting context in which legal cases (such as some
clients are sued by another party) can be handled in
secure way.

• As another example, there is aSimilarForcerelation
between ”Roles”[2] and ”Secure Handling of Legal
Cases”[3]. This cross-cutting relation over different
catalogs is reasonable because those patterns share
similar constraints such as the existence of a number
of users for the target system and the impossibility of
customizing security for each person.

These newly found relations are useful for retrieving, se-
lecting, and combining security patterns belonging to sev-
eral catalogs. Moreover in Figure 6, we can see that ”Denial
Of Service (DoS) in VoIP”[4] relates to none of other pat-
terns. This result is reasonable because it is a kind of attack
patterns under specific contexts such as using VoIP, and oth-
ers are security (defense) patterns under somewhat general
contexts; viewpoints/contexts are quite different.

Since our analysis technique is automated, the technique
is superior to other manual classification techniques (such
as [8, 9]) in terms of scalability. However, there is a trade-
off between scalability and validity; manual classification
techniques are thought to be superior in terms of result’s va-
lidity because those analysis activities are based on experts’
considerations.

For example in Figure 6, ”Session” and ”Checkpoint”
are tightly coupled together by aSimilarResultrelation (i.e.
relation in which two patterns give similar resulting con-
texts); however these patterns are thought to be quite differ-
ent. In the future, we will check this tradeoff and clarify the
applicability of each classification technique.

4 Conclusion and future work

We have applied the automatic pattern relation analy-
sis to several security patterns to acquire useful but over-
looked relations in each catalog and cross-cutting relations
over different catalogs. As a result of experiments, we suc-
ceeded in the analysis of the appropriate relations among
security patterns without using explicit information in the
pattern document. The system that implements our tech-
nique can suggest the relations that original pattern authors
have not noticed. Using our system, developers can com-
pare and select security patterns easily and precisely. Our
technique is expected to contribute the activity of retrieving
security patterns.



Table 1. Extracted representative relations among security patterns (Top 10)
Rank Patternp1 Patternp2 Strength Type

1 Limited View Full View With Errors 0.183 SimilarResult
2 Session Check Point 0.141 SimilarResult
3 Session Full View With Errors 0.138 SimilarResult
4 Single Access Point Roles 0.125 SimilarForce
5 Secure Handling Of Legal Cases Packet Filter Firewall 0.124SubPatternInResulting
6 Single Access Point Session 0.122 SimilarResult
7 Secure Handling Of Legal Cases Roles 0.119 SimilarForce
8 Single Access Point Check Point 0.118 SimilarResult
9 Secure Handling Of Legal Cases Full View With Errors 0.115 SimilarResult

10 Secure Handling Of Legal Cases Session 0.115 SimilarResult
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SimilarResult SimilarResult
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Figure 6. Analysis results for security patterns in different catalogs



Contrastingly, our technique has several limitations in it-
self. First, since the meanings of the relationships obtained
from our technique are all based on similarity, the “nega-
tive” relationships would not be obtained. Second, the cur-
rent version of our technique can not deal the variation of
authors’ description, such as synonyms and domain-specific
usage of words.

In the future, we will conduct experiments for evaluat-
ing usability and validity of our relation analysis technique
using a large number of security patterns and application re-
sults. We are planning to introduce thesauri to mitigate the
second limitation above.
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